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Avalanche photodiodes (APDs) are well-suited for single-photon detection on quantum commu-
nication satellites as they are a mature technology with high detection efficiency without requiring
cryogenic cooling. They are, however, prone to significantly increased thermal noise caused by
in-orbit radiation damage. Previous work demonstrated that a one-time application of thermal an-
nealing reduces radiation-damage-induced APD thermal noise. Here we examine the effect of cyclical
proton irradiation and thermal annealing, emulating the realistic operating profile of a satellite in
low-Earth-orbit over a two-year life span. We show that repeated thermal annealing is effective
in maintaining thermal noise of silicon APDs within a range suitable for quantum key distribu-
tion throughout the nominal mission life, and beyond. We examine two strategies—annealing at a
fixed period of time, and annealing only when the thermal noise exceeds a pre-defined limit—and
find that the latter exhibits lower thermal noise at end-of-life for most samples. We also observe
that afterpulsing probability of the detector increases with cumulative proton irradiation. This
knowledge helps guide design and tasking decisions for future space-borne quantum communication
applications.
I. INTRODUCTION
Distributing secret keys to users of a communication
network enables them to exchange messages securely us-
ing cryptographic protocols. To do so, conventional cryp-
tosystems utilize algorithms that provide data security
under assumptions of computational complexity. Quan-
tum computers, however, are in principle capable of ef-
ficiently solving problems that are foundational to some
of these algorithms (by using, e.g., Shor’s factoring al-
gorithm [1]). “Post-quantum” encryption protocols such
as the McEliece protocol [2] attempt to be immune to
attacks by a quantum computer, but their robustness
to cryptanalysis is not well established—in some cases
being prone to even classical attacks [3]. Quantum key
distribution (QKD) protocols [4–6] make use of public
quantum channels to securely distribute symmetric keys
by exchange of quantum bits. Fundamentally, security is
obtained through the no-cloning theorem: any measure-
ment of a quantum bit by an eavesdropper risks changing
the state of that bit, thereby revealing the eavesdropper’s
presence.
QKD is typically implemented using photons which
travel through optical fibers or over atmospheric free
space. Both experience high losses as transmission dis-
tances increase, with the dominant losses scaling expo-
nentially. This makes it impossible to distinguish trans-
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mitted signals above intrinsic photon detector noise be-
yond distances of a few hundred kilometers. In con-
trast, orbiting satellites have the advantage that opti-
cal transmission through the vacuum of space is dom-
inated by beam divergence, which scales quadratically.
Thus, quantum satellites, acting as nodes, can help ex-
tend the range of QKD. Moreover, placing photon detec-
tors on such a satellite (as opposed to on the ground) has
advantages of relaxing its pointing, computational, and
memory requirements. The same detector apparatus can
additionally be used in a wider range of scientific exper-
iments [7]. Such an approach has been trialled with the
Micius satellite [8] and is being pursued by the QEYSSat
satellite [9, 10].
For single-photon detection, silicon avalanche photo-
diodes (Si APDs) have the advantage of low dark count
rates, high maximum count rates, and high photon detec-
tion efficiencies when coupled to the near-infrared wave-
lengths around 800 nm that are a good compromise be-
tween atmospheric transmittance and diffraction [7]. In
addition, Si APDs do not require cryogenic cooling, as
competing detector technologies do, greatly simplifying
support systems that would be required to operate on a
space-borne platform. However, proton irradiation due
to solar particle events [11] can induce displacement dam-
age [12] that causes defects in the Si APD substrate
placed in low-Earth orbit (LEO). This leads to noise in
the form of dark counts within these detectors, thereby
decreasing their signal-to-noise ratios throughout the op-
erational lifetime of a spacecraft payload. Thermal an-
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2nealing has been proposed as a technique to mitigate such
radiation damage and decrease dark count rates, and has
shown to be effective in single-shot experiments [13] when
coupled with operating the detectors at cold tempera-
tures, e.g., −80 ◦C, which can be achieved by thermo-
electric cooling supported by a passive thermal radiation
to deep space.
In this work, we examine the effects of repeated ther-
mal annealing on detector parameters over the emulated
life of a satellite payload detector apparatus. We irradi-
ate Si APDs with protons over several stages and mea-
sure the detector performance at each stage, accumulat-
ing dosage equivalent to at least two years in LEO. We
demonstrate the efficacy of repeated thermal annealing to
reduce dark count rates to within operational range [14].
To determine suitable criteria for engaging annealing,
we study two strategies. The first is to anneal the APDs
periodically, regardless of current performance. The sec-
ond is to only anneal when the dark count rate exceeds
a pre-determined threshold value (here 2 kHz). We thus
irradiate two identical sets of detectors using these two
approaches and compare the resulting detector perfor-
mance. Our results show that the case where the detec-
tors are annealed only when the dark count rate exceeds
a threshold value generally achieves lower post-annealed
dark count rates at the end of the two-year life of the
satellite.
This paper is organized as follows. In Sec. II, we de-
scribe the experimental setup to irradiate the detectors
and monitor detector parameters. We present our test
methodology in Sec. III to examine the effects of irradia-
tion and annealing on detector parameters. In Sec. IV, we
present our results and inferences of the irradiation and
annealing experiments. Concluding remarks are given in
Sec. V.
II. EXPERIMENTAL SETUP
Five silicon APDs manufactured by Excelitas (the
packaged APD unit normally found inside the commer-
cial detector module SPCM-AQRH-12-FC) are housed
in a custom enclosure together with supporting electron-
ics designed for operating in space. This unit is called
the detector module (DM). The APDs are mounted on
a bracket which is thermally isolated from the enclosure
and connected to a heat sink. Each APD’s active area
is temperature stabilized using a thermo-electric cooler
(TEC) that is housed inside the APD package. The de-
tector TEC is thermally interfaced to the bracket and
driven by closed-loop control based on thermistor read-
out. Another TEC mounted between the bracket and
the heat sink serves to stabilize the temperature of the
bracket and helps achieve a wider range of APD operat-
ing temperatures.
Nominally the heat sink would be mounted to a radi-
ator pointed towards deep space to maintain a low tem-
perature. We emulate this for our tests—the heat sink is
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FIG. 1. Cross-section schematic of the detector module (DM)
inside a passive cooler box. A cold finger thermally interfaces
dry ice with the DM. The DM and cold finger assembly is
mounted on its side such that protons, entering the cooler
through the side wall, are minimally disturbed prior to inci-
dence on the detectors. Drawing is not to scale; smaller parts
are exaggerated to show detail.
maintained at a temperature of about −78.5 ◦C by ther-
mally interfacing it to one end of a copper cold finger
whose other end is embedded in dry ice. This whole
setup is housed inside a passive cooler box (Fig. 1) to
thermally isolate it from the ambient environment. The
DM enclosure and dry ice are physically separated by an
insulating foam partition. The detectors are typically op-
erated around −80 ◦C, but for annealing they are heated
by operating the bracket and APD TECs in reverse, to
−40 ◦C and +80 ◦C, respectively.
A fiber-coupled pulsed laser emitting 785 nm wave-
length light is used to characterize APD performance
(Fig. 2). A fiber beam splitter placed in the optical
path diverts a small portion of the laser power to a pre-
calibrated optical power meter that monitors the inci-
dent laser power on the APDs. A fiber bridge coupled to
the common port of a 1-to-19 fan-out fiber bundle dis-
tributes attenuated laser power uniformly to each APD.
The APDs are run in Geiger mode, biased 20 V above
their respective breakdown voltages, and use a passive
quenching circuit [13, 15–18].
Electrical output pulses of each APD are measured ei-
ther on an oscilloscope or using a time tagging unit. The
oscilloscope is used to measure breakdown voltage, out-
put pulse amplitude and width, and recharge time. The
time tagging unit measures the arrival time of each out-
put pulse. Appropriate post-processing algorithms ap-
plied to the recorded time tags then allow evaluation of
the detector dark count rate, photon detection efficiency,
timing jitter, maximum count rate (saturation), and af-
terpulsing probability.
We consider the scenario of two years in LEO at 600 km
altitude, and assume 10 mm aluminum shielding from the
spacecraft walls. Following Ref. [19], which used a com-
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FIG. 2. Schematic of the detector characterization setup. Si
APDs, housed in a detector module, are placed inside a pas-
sive cooler box filled with dry ice acting as a heat sink. The
detector power and control unit (DPCU) maintains detector
bias voltages and controls thermal conditions via detector and
bracket TECs. Fibers guide optical pulses from a laser to the
detectors and to an optical power meter for reference mea-
surement via a fiber beam splitter. A fiber bridge coupling
into a multi-core fiber is used to split the laser light between
each of the detectors. The output from the detectors is either
measured on an oscilloscope or time-tagged and recorded on
a computer.
monly accepted silicon damage deposition model [20], un-
der these conditions the cumulative fluence incident on
the detectors is equivalent to about 4 × 109 protons/cm2
(p/cm2) at 100 MeV energies [13, 21]. We expose DMs to
various proton fluences at the Tri-University Meson Facil-
ity (TRIUMF), producing protons with energies of about
105 MeV. In our apparatus, an incoming proton will de-
posit some of its energy in the surrounding material—
namely, the cooler box, which would be absent on the
satellite, and a metal fiber coupler—prior to reaching
an APD. Consequently, a 105 MeV incident proton re-
duces to 92.8 MeV at the APD [21]. The reduced veloc-
ity leads to increased travel time through the APD sub-
strate, where the proton then deposits a greater amount
of energy, and the corresponding displacement damage is
1.052 times greater than what would be obtained with
an incident proton energy of 100 MeV at the APD.
III. METHODOLOGY
Three detector modules were constructed and brought
to TRIUMF for testing conducted May 1–6, 2017. Two
of these modules, DM1 and DM2, underwent multiple
rounds of proton irradiation to emulate the gradual dam-
age accumulation and cyclical usage that would be expe-
rienced in orbit. The third DM was not irradiated and
acts as a control.
Proton fluences were applied to DM1 in regular incre-
ments of nominally 6.67× 108 p/cm2, corresponding to
4.2 months equivalent in LEO after adjusting for energy
loss in materials surrounding our APDs. We thermally
annealed DM1 for one hour between each irradiation.
(For more on the annealing duration, see Appendix A.) In
contrast, thermal annealing of DM2 (also one hour) was
only performed if the dark count rate exceeded 2 kHz,
beyond which QKD suffers significantly (when operating
with some reasonable assumptions—see Ref. [22]). To
mitigate statistical outliers, we require that two or more
detectors exceed this threshold. Taking this approach,
we can compare the effects of the two annealing strate-
gies: periodic or conditional. To allow more fine-grained
observation of the dark count rate, proton fluences were
applied to DM2 in irregular, initially smaller increments.
DM1 was irradiated to a total fluence of 4× 109 p/cm2
(2.1 year equivalent in LEO) while DM2 was irradiated to
a total fluence of 2× 1010 p/cm2 (10.5 year equivalent in
LEO), with annealing performed at the nominal two-year
mission end as a matter of course for comparison to DM1.
We subjected DM2 to greater cumulative fluence—well
beyond the nominal mission duration—and colder oper-
ating temperatures to explore potential late-life perfor-
mance of the system. All three DMs were character-
ized before and after shipping to TRIUMF, while DM1
and DM2 were also characterized at TRIUMF before ini-
tial irradiation, after each irradiation (prior to annealing,
if any), and again after each annealing (where applica-
ble). Each characterization comprised measuring break-
down voltage, output pulse amplitude and full width at
half maximum (FWHM), recharge time, dark count rate,
photon detection efficiency, timing jitter, saturation, and
afterpulsing probability, for each detector at −80 ◦C.
Characterization of each DM proceeded as follows: the
breakdown voltage of each detector was measured by ob-
serving the presence of pulses on an oscilloscope. At 20 V
above the breakdown voltage, the detector’s output pulse
amplitude and FWHM, and recharge time were then ob-
served by eye over the oscilloscope and recorded. Time-
tags of output pulses were then recorded (for all detectors
at once) with and without the pulsing laser active. Fi-
nally, time-tags were recorded while the input laser power
was slowly swept through saturation.
Dark count rates and detection efficiencies of each de-
tector were determined from counts rates observed in
inactive- and active-laser data, respectively. Detector
timing jitter was extracted from the active-laser data by
producing a histogram of time differences between detec-
tion events and laser reference pulses. The overall sys-
tem timing jitter was taken as the FWHM of a Gaussian
curve fit of this distribution, and jitter contributions of
the laser and time tagging unit were then subtracted (in
quadrature).
The active-laser data consists of photon and dark count
detections, and afterpulses caused by each of those. Be-
cause the afterpulsing time constant is greater than the
laser pulse period, this results in a delta-time histogram
with a (roughly Gaussian) photon detection peak on top
of an approximately constant noise floor. By perform-
ing similar analysis of the inactive-laser data, we de-
termined the combined dark-count and associated after-
pulsing contribution to this noise floor. Subtracting this
from the active-laser time-delta histogram, we are left
with contributions from only incident photons, at a rate
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FIG. 3. Dark count rates measured on DM1 after each irra-
diation and annealing for increasing cumulative proton radia-
tion fluence. All characterizations are performed at a detector
temperature of −80 ◦C. Following each incremental irradia-
tion, DM1 is thermally annealed at +80 ◦C for one hour. In
general, dark count rates are found to increase after each in-
cremental irradiation and decrease after each annealing. Un-
certainties, quantified by one standard deviation of Poissonian
dark counts about the observed value, are smaller than the
size of the marker symbols used in the graph.
Rphotons, and a residual noise floor due to their associ-
ated afterpulses. We define the afterpulsing probability
as
PA =
Rafterpulsing
Rphotons +Rafterpulsing
,
where the afterpulsing rate Rafterpulsing includes only af-
terpulses that are caused by photon detection events.
Numerator and denominator are evaluated from suitable
off-peak and on-peak locations (respectively) in the delta-
time histograms. The above definition corresponds to the
average number of afterpulses directly arising due to the
avalanche corresponding to any arbitrarily chosen output
pulse. Although PA is mathematically evaluated with re-
spect to the photon rate here, it can be generalized to any
output pulse (including, e.g., afterpulses of afterpulses)
on the assumption that all avalanches in the detector sub-
strate are statistically indistinguishable from each other.
IV. RESULTS
As expected, no property of the control DM showed
any significant change for the duration of the experiment.
For DM1 and DM2, we find that breakdown voltage, out-
put pulse amplitude and FWHM, recharge time, photon
detection efficiency, timing jitter, and saturation charac-
teristics are generally uncorrelated with cumulative pro-
ton radiation fluence and thermal annealing. This is con-
sistent with the results of previous studies [19, 23].
Figure 3 shows dark count rates measured after each
incremental irradiation and fixed-period annealing of
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FIG. 4. Dark count rates measured on DM2 after each irra-
diation and conditional annealing for increasing cumulative
proton radiation fluence. All characterization is performed
at a detector temperature of −80 ◦C. Thermal annealing at
+80 ◦C for one hour is performed only if the measured dark
count rate after irradiation exceeds 2 kHz in at least two de-
tectors, and at 4× 109 p/cm2 (nominal end-of-mission—see
text). In general, dark count rates are found to increase after
each incremental irradiation and decrease after each anneal-
ing. Uncertainties, quantified by one standard deviation of
Poissonian dark counts about the observed value, are smaller
than the size of the marker symbols used in the graph.
DM1. As expected, proton irradiation increases dark
count rates, and we observe a decrease in dark count rates
after each annealing, discounting two statistical anoma-
lies at 3.35 × 109 p/cm2 cumulative fluence. A general in-
crease in post-annealed dark count rates with the cumula-
tive fluence is apparent, indicating accumulated damage
that annealing cannot repair. Nevertheless, this strategy
maintains post-annealing dark count rates under 500 Hz
throughout the 2.1-year-LEO-equivalent fluence for four
of the five detectors. (The outlying detector experienced
a post-annealing dark count rate increase, reaching about
1.6 kHz at 3.35 × 109 p/cm2 cumulative fluence.) From
prior analysis we may infer that these sub-500 Hz dark
count rates would lead to reduced QKD key rates by
a few percent to a few tens of percent, relative to the
nominal value (see Table 2 of Ref. [7] and Table 2.6 of
Ref. [24]).
Figure 4 shows dark count rates measured after each
irradiation and conditional annealing of DM2. We again
observe a general increase in dark count rates after each
irradiation, although unlike for DM1, some instances of
decreased dark count rate can be seen. (For example,
three of the five detectors see a dark count rate decrease
immediately after irradiation at 2.35 × 109 p/cm2 cumu-
lative fluence. Absent any indication of a causative mech-
anism, we attribute this to statistical fluctuations [25].)
Notably, the conditional annealing strategy saw anneal-
ing only once prior to the cumulative fluence equivalent
to the two-year nominal mission life, at which point DM2
was annealed as a matter of course.
Like DM1, dark count rates decrease when anneal-
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FIG. 5. Post-annealing dark count rates. DM1 is thermally
annealed after each incremental irradiation, whereas DM2 is
annealed only if the post-irradiated dark count rate exceeds
2 kHz on at least two detectors. Comparing the post-annealed
dark count rates at 3.35× 109 p/cm2 and 4 × 109 p/cm2 cu-
mulative fluences, DM2 evidently achieves lower values across
most detectors compared to DM1. This suggests that the con-
ditional annealing strategy achieves lower post-annealed dark
count rates than the periodic annealing strategy by the end
of the two-year nominal mission life.
ing is applied. We find that thermal annealing is effec-
tive in maintaining dark count rates below 500 Hz for
cumulative fluence up to 6 × 109 p/cm2, 3.15-year-LEO-
equivalent dosage. However, at the next cumulative flu-
ence, 1 × 1010 p/cm2 or 5.25-year-LEO-equivalent, the
post-annealed dark count rate increases to over 800 Hz
in two of the detectors.
We define the dark count reduction factor (DCRF) as
the ratio of the dark count rate before annealing to that
after annealing. Most DCRF values cluster between 2
and 5; the largest DCRF found is 32 on DM2. Anneal-
ing tends to have the largest DCRF when applied for the
first time, when there is the least permanent radiation
damage. After this the DCRF values are largely uncor-
related with cumulative fluence. The DCRF also did not
show any correlation with the dark count rates measured
before the annealing process.
Figure 5 shows the post-annealed dark count rates
for both DMs irradiated up to a cumulative fluence of
4× 109 p/cm2. The relative performance of the two an-
nealing strategies can be assessed from observations at
the two cumulative fluences at which both DMs are an-
nealed. The results indicate that DM2 has slightly lower
post-annealed dark count rates across most detectors, de-
spite both DMs being subjected to the same cumulative
fluence. Due to the limited samples, it is possible that
this originates from statistical variation; alternately, if
real, then DM1 experienced worse performance as a con-
sequence of being annealed more times. This suggests
that it may be wise to anneal with some conservatism.
Therefore, conditional annealing should be preferred, as
performance will either match or exceed periodic anneal-
ing, assuming an appropriate threshold is chosen.
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FIG. 6. Afterpulsing probability of DM1 detectors for cumu-
lative radiation fluence. The afterpulsing probability at the
end of the two-year-equivalent mark is generally higher than
the baseline value, though a clear trend is not well exhib-
ited by this data. No significant correlation with annealing is
evident.
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FIG. 7. Afterpulsing probability of DM2 detectors for cumu-
lative radiation fluence. Larger incremental irradiations show
a clear tendency towards higher afterpulsing probability. As
with DM1, no significant correlation with thermal annealing
is evident.
Irradiating DM2 into late-life condition, with a cu-
mulative fluence equivalent to 10.5 years in LEO
(2× 1010 p/cm2), we observe a mean detector dark count
rate following annealing of 1.3 kHz. It is remarkable that
the dark count rate can be maintained below the anneal-
ing threshold after such significant exposure. Despite
worsening performance, prior calculations [7, 24] indicate
that DM2’s dark count rates would still be low enough
to perform QKD even at this well-past-nominal late-life
stage.
Afterpulsing probabilities are calculated for both DMs
by evaluating the distribution of time deltas between de-
tection events and the corresponding laser reference pulse
(Sec. III). Figures 6 and 7 show the afterpulsing proba-
bilities evaluated corresponding to the characterizations
6performed after each incremental irradiation and anneal-
ing cycles for DM1 and DM2. Afterpulsing probability is
seen to generally increase with each incremental irradia-
tion, particularly for the higher fluences of DM2. Ther-
mal annealing has no consistent effect on the afterpuls-
ing probability. For DM1, afterpulsing probabilities are
higher at 4× 109 p/cm2 cumulative fluence than the cor-
responding baseline (unirradiated) values for three of the
five detectors. This effect is more pronounced in DM2,
which is radiated up to 2 × 1010 p/cm2 cumulative flu-
ence, where all the detectors registered higher afterpuls-
ing probabilities compared to their baseline values. Af-
terpulsing arises from trapped charge carriers in defects
of the detector substrate—proton radiation may increase
the density of these defect sites.
Increased afterpulsing probability tends to increase the
dark count rate, which could in part explain the increase
of post-annealed dark count rates with higher cumulative
fluence in Fig. 5. Because of this tendency, high after-
pulsing probabilities can undermine the usability of the
detectors if the corresponding signal to noise ratio drops
below a critical value. This may ultimately limit the life-
time of the satellite since annealing cannot mitigate the
radiation-induced afterpulsing.
V. CONCLUSION
The dark count rates of Si APD detectors increase
substantially due to proton radiation experienced in low-
Earth orbit. This can be mitigated by low (but well above
cryogenic) temperature operation, and thermal anneal-
ing. By measuring the properties of detectors through-
out multiple cumulative exposures to varying proton flu-
ences, equivalent to different stages of a LEO life-cycle,
and applying thermal annealing at some of these stages,
we have established a profile representative of realistic
operational scenarios of a quantum communication ap-
paratus on a LEO space platform.
Our results show that even after repeated applica-
tions, annealing after irradiation is capable of achieving
detector dark count rates suitable to perform QKD—
below 500 Hz after radiation exposure of a nominal two-
year mission lifetime, and potentially sufficiently low af-
ter even 10.5 years exposure, albeit with reduced per-
formance in the latter case. Afterpulsing probability
was shown to increase with cumulative fluence—however,
thermal annealing had no significant effect on the after-
pulsing probability. All other detector parameters were
unaffected by both cumulative fluence and annealing.
Our observations further suggest that annealing
conditionally—only when the dark count rate exceeds a
threshold value (here 2 kHz)—may achieve slightly lower
post-annealed dark count rates over time in orbit than
annealing at fixed periodic intervals. It should be noted
that the optimal choice of threshold would depend sig-
nificantly on the design and operational parameters of
the QKD satellite platform that determine the expected
channel losses and noise caused by background light. Fur-
ther, a trade-off between lifetime and key rate can be
made: applications interested in high performance over a
short term could employ a lower threshold, thus perform-
ing annealing more frequently, compared to applications
that can accept more moderate performance in exchange
for a longer lifetime. Determining the appropriate bal-
ance would require additional quantitative analysis in-
corporating such details—the nonlinear response of the
lifetime amount of generated key to the operating con-
ditions may imply an interesting optimization problem.
We leave this for future work.
We have demonstrated that thermal annealing is an
effective strategy for mitigating radiation-induced dark
counts, is feasible under the continuous radiation envi-
ronment of a low-Earth orbit, and can be applied at
appropriate times as a device maintenance procedure.
This knowledge helps guide future developments, includ-
ing the QEYSSat mission and beyond, towards cost-
effective, high-performance, and long-lived quantum de-
vices in space.
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Appendix A: Annealing time
We chose a baseline annealing time of one hour, follow-
ing results of previous work [19]. However, for the sake
of reproducibility, we also confirmed that our expecta-
tions were justified by taking an intermediate measure-
ment at a shorter time while annealing DM2 at a total
fluence of 6× 109 p/cm2. Fig. 8 shows the measured dark
count rates corresponding to 20 minutes of annealing fol-
lowed by an additional 40 minutes of annealing. The
decrease in the dark count rate has significantly greater
magnitude during the first 20 min compared to the sub-
sequent 40 min, with the dark count rates beginning to
stabilize by the 60 minute mark—indicating further an-
nealing time would have little impact. This is consistent
with the previous work [19].
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